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    WardrikVault

Keeps credentials sealed at rest, for WardrikCore agents' tools
to call with.
Install
def deps do
  [
    {:wardrik_vault, "~> 0.1.0-rc.1"}
  ]
end
Start a vault
The vault keeps credentials in a WardrikStore. Start it after
the store:
store = WardrikStore.ETS.new(name: MyApp.Store)

children = [
  {WardrikStore, store},
  {WardrikVault, name: MyApp.Vault, store: store, keys: [System.fetch_env!("VAULT_KEY")]}
]
Every function takes the vault's name. It raises if the vault isn't started.
Make a key with WardrikVault.generate_key/0. Values are sealed with AES-256-GCM.
	The first key seals. Any key unseals.
	To rotate, put a new key first. Keep the old one behind it until nothing needs it.
	Without a key, nothing is sealed or unsealed.

Put credentials in
A credential belongs to a WardrikCore.Principal, by its id:
jon = %WardrikCore.Principal{id: "user:jon"}

{:ok, vsn} = WardrikVault.put(MyApp.Vault, jon, "github", "ghp_...")

WardrikVault.fetch(MyApp.Vault, jon, "github")
#=> {:ok, "ghp_..."}

WardrikVault.lookup(MyApp.Vault, jon, "github")
#=> {:ok, :secret, "ghp_...", vsn}

WardrikVault.list(MyApp.Vault)
#=> [{"user:jon", "github", :secret}]
list/1 and names/2 need no key. The vault seals values, not names. Anyone who can read the
store can see who holds a credential of which name.
Give it to agents
The vault is a WardrikCore.Credentials. Give an agent the vault's name:
WardrikCore.start_agent(
  agent_id: "digest",
  model: "anthropic:claude-haiku-4-5",
  principal: jon,
  credentials: {WardrikVault, MyApp.Vault}
)
The agent's saved state holds only that name, never a key.
A tool reads only what its turn's principal holds. Nothing falls back from a person to their org.
Give an agent that works for your org a principal of its own.
The deployment's own secrets
Secrets that belong to no agent owner are the deployment's. These are your app's keys, such as a
model provider's, and secrets your options would otherwise hold inline.
Keep them under WardrikVault.deployment/0. Name one in an option as {:secret, name}:
{:ok, _vsn} = WardrikVault.put(MyApp.Vault, WardrikVault.deployment(), "SLACK_SIGNING_SECRET", secret)

WardrikVault.value(MyApp.Vault, {:secret, "SLACK_SIGNING_SECRET"})
#=> {:ok, "8f14..."}

WardrikVault.value(MyApp.Vault, "8f14...")
#=> {:ok, "8f14..."}
value/2 reads the secret on each call, so a new one takes effect at once. A plain value comes
back as it is. read_value/3 does the same without a running vault.
No agent works for the deployment, so a tool's credentials never come from it.
Grants
A grant is a credential someone gives by authorizing an account, like an OAuth token. Give the
vault a WardrikVault.Grants module to handle them:
{WardrikVault, name: MyApp.Vault, store: store, keys: keys, grants: {MyApp.OAuth, opts}}
When a tool needs a credential:
	If the principal holds a grant, the vault calls the module's renew/5.
	If nobody holds it, the vault calls ask/4. It returns {:authorize, url}, and the tool's call
waits there.

The module writes what it gets back with WardrikVault.put/5 and kind: :grant. Pass if_vsn: so
two renewals never write over each other.


  

    Changelog

0.1.0-rc.1 (2026-10-30)
	WardrikVault, which keeps credentials sealed at rest with AES-256-GCM, in a WardrikStore.
	Keys that rotate: the first seals, any unseals.
	Credentials held by each WardrikCore.Principal. A tool reads only what its turn's principal
holds.
	The vault as an agent's WardrikCore.Credentials. Its saved state holds only the vault's name.
	The deployment's own secrets, named in options as {:secret, name} and read on each use.
	Grants, like OAuth tokens, renewed or asked for through a WardrikVault.Grants module.



  

    
WardrikVault 
    



      
Keeps credentials sealed in a WardrikStore, and gives them to WardrikCore agents' tools.
children = [
  {WardrikStore, store},
  {WardrikVault, name: MyApp.Vault, store: store, keys: [System.fetch_env!("VAULT_KEY")]}
]

WardrikCore.start_agent(
  agent_id: "digest",
  model: "anthropic:claude-haiku-4-5",
  principal: %WardrikCore.Principal{id: "user:jon"},
  credentials: {WardrikVault, MyApp.Vault}
)
The vault implements WardrikCore.Credentials. A tool gets only what the agent's principal
holds.
Functions that take a vault raise ArgumentError if it isn't started.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


        A secret someone put in, or a grant someone gave by authorizing.



    


    
      
        t()

      


        A vault, by the name your app gave it.



    


    
      
        value()

      


        An option that holds a secret: the secret itself, or {:secret, name} for one of the deployment's.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete(vault, principal, name)

      


        Removes what principal holds as name. Returns :ok, also when there's nothing to remove.



    


    
      
        deployment()

      


        Returns the principal that holds the deployment's own secrets.



    


    
      
        fetch(vault, principal, name)

      


        Returns the value principal holds as name, unsealed.



    


    
      
        generate_key()

      


        Returns a new key, base64-encoded, for :keys.



    


    
      
        list(vault)

      


        Returns every credential as {principal_id, name, kind}. Needs no key.



    


    
      
        lookup(vault, principal, name)

      


        Returns what principal holds as name, unsealed, with its kind and version.



    


    
      
        names(vault, principal)

      


        Returns the names principal holds. Needs no key.



    


    
      
        put(vault, principal, name, value, opts \\ [])

      


        Seals value as name for principal. Returns {:ok, vsn}, or {:error, :no_key} without
keys.



    


    
      
        read(store, keys, principal, name)

      


        Returns the value principal holds as name, without a running vault.



    


    
      
        read_value(store, keys, value)

      


        Returns the secret an option holds, as value/2 does, without a running vault. See read/4.



    


    
      
        start_link(opts)

      


        Starts the vault.



    


    
      
        value(vault, value)

      


        Returns the secret an option holds.



    





      


      
        Types


        


  
    
      
    
    
      kind()



    

  


  

      

          @type kind() :: :secret | :grant


      


A secret someone put in, or a grant someone gave by authorizing.

  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: atom()


      


A vault, by the name your app gave it.

  



  
    
      
    
    
      value()



    

  


  

      

          @type value() :: String.t() | {:secret, String.t()} | nil


      


An option that holds a secret: the secret itself, or {:secret, name} for one of the deployment's.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete(vault, principal, name)



    

  


  

      

          @spec delete(t(), WardrikCore.Principal.t(), String.t()) :: :ok | {:error, term()}


      


Removes what principal holds as name. Returns :ok, also when there's nothing to remove.

  



  
    
      
    
    
      deployment()



    

  


  

      

          @spec deployment() :: WardrikCore.Principal.t()


      


Returns the principal that holds the deployment's own secrets.
These are your app's keys, such as a model provider's, and the secrets options name with
{:secret, name}. No agent works for this principal.
{:ok, _vsn} = WardrikVault.put(MyApp.Vault, WardrikVault.deployment(), "SLACK_SIGNING_SECRET", secret)

  



  
    
      
    
    
      fetch(vault, principal, name)



    

  


  

      

          @spec fetch(t(), WardrikCore.Principal.t(), String.t()) ::
  {:ok, binary()} | {:error, term()}


      


Returns the value principal holds as name, unsealed.
WardrikVault.fetch(MyApp.Vault, principal, "github")
#=> {:ok, "ghp_..."}
Returns {:error, :not_found} if there's none, and {:error, :no_key} without keys.

  



  
    
      
    
    
      generate_key()



    

  


  

      

          @spec generate_key() :: String.t()


      


Returns a new key, base64-encoded, for :keys.

  



  
    
      
    
    
      list(vault)



    

  


  

      

          @spec list(t()) :: [{String.t(), String.t(), kind()}]


      


Returns every credential as {principal_id, name, kind}. Needs no key.
WardrikVault.list(MyApp.Vault)
#=> [{"user:jon", "github", :secret}]
Names aren't sealed. Anyone who can read the store can see who holds a credential of which name.

  



  
    
      
    
    
      lookup(vault, principal, name)



    

  


  

      

          @spec lookup(t(), WardrikCore.Principal.t(), String.t()) ::
  {:ok, kind(), binary(), WardrikStore.vsn()}
  | {:error, term()}
  | {:error, kind(), term()}


      


Returns what principal holds as name, unsealed, with its kind and version.
WardrikVault.lookup(MyApp.Vault, principal, "github")
#=> {:ok, :secret, "ghp_...", vsn}
Returns {:error, kind, reason} if the value is there but won't unseal.

  



  
    
      
    
    
      names(vault, principal)



    

  


  

      

          @spec names(t(), WardrikCore.Principal.t()) :: [String.t()]


      


Returns the names principal holds. Needs no key.

  



    

  
    
      
    
    
      put(vault, principal, name, value, opts \\ [])



    

  


  

      

          @spec put(t(), WardrikCore.Principal.t(), String.t(), binary(),
  kind: kind(),
  if_vsn: WardrikStore.vsn()
) :: {:ok, WardrikStore.vsn()} | {:error, term()}


      


Seals value as name for principal. Returns {:ok, vsn}, or {:error, :no_key} without
keys.
{:ok, vsn} = WardrikVault.put(MyApp.Vault, principal, "github", "ghp_...")
Options
	:kind - :secret or :grant. :secret unless set.
	:if_vsn - writes only over this version. See WardrikStore.put/4.


  



  
    
      
    
    
      read(store, keys, principal, name)



    

  


  

      

          @spec read(WardrikStore.t(), [String.t()], WardrikCore.Principal.t(), String.t()) ::
  {:ok, binary()} | {:error, term()}


      


Returns the value principal holds as name, without a running vault.
Use it to read a secret before the vault starts, such as while reading config. store and
keys are what the vault is started with.
WardrikVault.read(store, [System.fetch_env!("VAULT_KEY")], principal, "github")
#=> {:ok, "ghp_..."}

  



  
    
      
    
    
      read_value(store, keys, value)



    

  


  

      

          @spec read_value(WardrikStore.t(), [String.t()], value()) ::
  {:ok, String.t() | nil} | {:error, term()}


      


Returns the secret an option holds, as value/2 does, without a running vault. See read/4.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the vault.
WardrikVault.start_link(
  name: MyApp.Vault,
  store: store,
  keys: [System.fetch_env!("VAULT_KEY"), System.fetch_env!("OLD_VAULT_KEY")]
)
Values are sealed with AES-256-GCM. The first key seals. Any key unseals. To rotate, put a new
key first and keep the old one until nothing needs it.
Options
	:name - required. What the vault is reached by.
	:store - required. The WardrikStore to keep credentials in.
	:keys - base64 keys from generate_key/0. [] unless set. Without keys, nothing is
sealed or unsealed. A key that isn't 32 bytes is dropped with a warning.
	:grants - {module, opts}, where module implements WardrikVault.Grants. nil unless
set.


  



  
    
      
    
    
      value(vault, value)



    

  


  

      

          @spec value(t(), value()) :: {:ok, String.t() | nil} | {:error, term()}


      


Returns the secret an option holds.
WardrikVault.value(MyApp.Vault, {:secret, "SLACK_SIGNING_SECRET"})
#=> {:ok, "8f14..."}

WardrikVault.value(MyApp.Vault, "8f14...")
#=> {:ok, "8f14..."}
{:secret, name} reads the deployment's secret on each call, so a new one takes effect at once.
A string or nil is returned as it is.

  


        

      


  

    
WardrikVault.Grants behaviour
    



      
The behaviour for grants: credentials a principal gives by authorizing an account, like OAuth
tokens.
{WardrikVault, name: MyApp.Vault, store: store, keys: keys, grants: {MyApp.OAuth, opts}}
When a tool needs a credential, the vault calls:
	renew/5 if the principal holds it as a grant.
	ask/4 if nobody holds it, or the grant won't unseal.
	refused/4 when a service refuses the grant.

Each callback gets the vault's name first and the module's opts last.
Write what comes back from authorizing with WardrikVault.put/5 and kind: :grant. Pass
:if_vsn so two renewals never write over each other.

      


      
        Summary


  
    Types
  


    
      
        grant()

      


        A grant as the vault holds it. vsn is the version to write a renewal over.



    





  
    Callbacks
  


    
      
        ask(name, t, t, opts)

      


        Returns {:authorize, url} for the principal to authorize name at, or {:error, :not_found}.



    


    
      
        refused(name, t, t, opts)

      


        Called when a service refuses the grant held as name.



    


    
      
        renew(name, t, t, grant, opts)

      


        Returns the credential grant gives. Renews it first if it has run out.



    





      


      
        Types


        


  
    
      
    
    
      grant()



    

  


  

      

          @type grant() :: %{value: binary(), vsn: WardrikStore.vsn()}


      


A grant as the vault holds it. vsn is the version to write a renewal over.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      ask(name, t, t, opts)



    

  


  

      

          @callback ask(GenServer.name(), String.t(), WardrikCore.Principal.t(), opts :: term()) ::
  {:authorize, String.t()} | {:error, term()}


      


Returns {:authorize, url} for the principal to authorize name at, or {:error, :not_found}.

  



  
    
      
    
    
      refused(name, t, t, opts)



    

  


  

      

          @callback refused(GenServer.name(), String.t(), WardrikCore.Principal.t(), opts :: term()) ::
  :ok


      


Called when a service refuses the grant held as name.

  



  
    
      
    
    
      renew(name, t, t, grant, opts)



    

  


  

      

          @callback renew(
  GenServer.name(),
  String.t(),
  WardrikCore.Principal.t(),
  grant(),
  opts :: term()
) ::
  {:ok, term()} | {:authorize, String.t()} | {:error, term()}


      


Returns the credential grant gives. Renews it first if it has run out.

  


        

      


  

    
WardrikVault.Sealed 
    



      
A credential as the vault writes it. Only a key can unseal it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A sealed secret or grant.



    





  
    Functions
  


    
      
        decode_keys(keys)

      


        Decodes base64 keys. Drops any that don't hold 32 bytes.



    


    
      
        generate_key()

      


        Returns a new key, base64-encoded.



    


    
      
        seal(key, path, kind, value)

      


        Seals value with key. Binds it to path and kind, so it can't be moved or relabelled.



    


    
      
        unseal(sealed, keys, path)

      


        Unseals with the first of keys that opens it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikVault.Sealed{
  ciphertext: binary(),
  kind: :secret | :grant,
  nonce: binary(),
  tag: binary(),
  version: pos_integer()
}


      


A sealed secret or grant.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode_keys(keys)



    

  


  

      

          @spec decode_keys([String.t()]) :: [binary()]


      


Decodes base64 keys. Drops any that don't hold 32 bytes.

  



  
    
      
    
    
      generate_key()



    

  


  

      

          @spec generate_key() :: String.t()


      


Returns a new key, base64-encoded.

  



  
    
      
    
    
      seal(key, path, kind, value)



    

  


  

      

          @spec seal(binary(), String.t(), :secret | :grant, binary()) :: t()


      


Seals value with key. Binds it to path and kind, so it can't be moved or relabelled.

  



  
    
      
    
    
      unseal(sealed, keys, path)



    

  


  

      

          @spec unseal(t(), [binary()], String.t()) :: {:ok, binary()} | {:error, term()}


      


Unseals with the first of keys that opens it.
Returns {:error, :undecipherable} if none does, and {:error, {:unknown_version, version}}
for a version this release can't read.
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